MHO®OPMAIMOHHAA TAMATKA
JJIA OBYHAIOIIUXCA-IIOJIb3OBATEJIEN CETH HHTEPHET
11O THO®OPMAIIMOHHOU BE3OITACHOCTH

C Ka)KIpIM TOJIOM MOJIOJICKH B MHTEPHETE CTAHOBUTLCS OO0JIbIIIE, a IITKOJIbHUKN
OJIHM W3 CaMbIX aKTHBHBIX IIOJIb30BaTeiie PyHera. Mexay TeMm, ITOMHMO
OTPOMHOTO KOJIMYECTBA BO3MOYKHOCTEH, HHTEPHET HECET U MPOOJIEMBbI. JTa MaMsATKa
JIOJ>KHA TOMOYb TeOe 0e30IMacHO HaXOQUTHCS B CETH.

HEJIb31

1. Bcem moapsa cood01IaTh CBOI YacTHYI0 HHGOPMaLUIO (HACTOSIIIE UMS,

(pamuimio, TesedoH, aapec, HOMep WIKOJIbI, a TaKxKe GoTorpapuu CBOM, CBOEH
ceMbH U JpYy3eii);
2. OTKpBIBATH BJI0KEHHBbIE (aiyIbl IJIEKTPOHHON MOYTHI, KOT/Ia HE 3HAelIb
OTIIPABUTEJIS;
3. I'pyOouTh, IpuANPATHCH, OKA3BIBATH aBJICHUE - BECTH Ce0s1 HEBEXKJINBO U
arpecCcUBHO;
4. He pacnopsizkaiicsi JeHbraMu TBOei ceMbH 0e3 pa3pelieHusi CTAPUINX -
BCerja CrnpamuBaid poauTesiei;
5. He BcTpeuaiicsi ¢ UHTepHET-3HAKOMBIMHU B PeaJibHOI "KU3HH - IOCOBETYIiCsl
€O B3pOCJIbIM, KOTOPOMY J10Bepsiellb.

1. He Bce numyT npasay. Yuraews o cede HenpaBay B UHTepHeTe - coo0u
00 3TOM CBOMM POJAUTE/ISIM WIH ONIEKYHAM;

2. IIpuriamarnT nepenucbiBaTbCs, HIPaTh, 00MEHUBATHLCH - IPOBEPD, HET JIH

MO/IBOXA;
3. He3akonHoe konupoBanue (¢aiisioB B UHTEepHeTE - BOPOBCTBO;
4. Becerna pacckasbiBail B3pOCJbIM 0 MPo0JeMax B CeTH - OHU Bcerjaa

MOMOI'YT;

5. Ucnoab3yii HACTPOMKM 0€30MaCHOCTH U IPUBATHOCTH, YTOOBI He MOTEPATH

CBOM AKKAYHTHI B COLICETSIX U APYrUX MOPTAJIaXx.

MOKHO
1. YBaxaii Ipyrux noJib30BareJiei;
2. IToab3yembess MHTEpHET-UCTOYHHMKOM - [eJIall CCHLIJIKY HA HEro;
3. OTKpbIBal TOJIBKO T€ CCHIIKH, B KOTOPBIX YBEPEH;
4. O0marTbcs 32 IOMOIIBIO B3POCJIBIM - POAUTE/IH, ONIEKYHbI H
aAMUHUCTPALMA CATOB BCerjaa nNoMoryT;
5. Ilpoiigu o0y4yenue Ha caiite ""CeTeBUYOK' U MOJIYyYH NACHOPT HU(PPOBOTO
rpaskIaHuHa!l

KOMIIBIOTEPHBIE BUPYChbI
KomnproTepHblii BUPYC - 3TO Pa3HOBUIHOCTH KOMIBIOTEPHBIX IPOTpPaMM,
OTIUYUTEIIBHOW 0COOCHHOCTHIO KOTOPOU SIBJISIETCSI CIIOCOOHOCTh K Pa3MHOKEHHUIO.



B nononHeHue K 3TOMY, BUPYChl MOTYT HOBPEAUTH WU MOTHOCTHIO YHUUTOXKUTH
BCe (pailyibl U JaHHBIE, MTOJJKOHTPOJbHBIE MOJIB30BATEN0, OT UMEHH KOTOPOTO ObLiia
3amylieHa 3apaKeHHasi mporpamMma, a TakKe MOBPEIUTh WM JaKe YHUYTOXKHUTH
OTEpallMOHHYIO CHCTEMY CO BceMHu ¢aiiiamu B 11eJoM. B OOJIBIIMHCTBE CiydaeB
pacpoCTpaHsIOTCS BUPYChI U€pPE3 UHTEPHET.

MGTOI[BI 3aI0UThI OT BpCAOHOCHLBIX ITPOrpaMm:

1. Ucnonb3yil COBpeMEHHBIE ONEPAITMOHHBIE CUCTEMBI, UMEIOIINE CEPbE3HBII
YPOBEHB 3aIIUThI OT BPEIOHOCHBIX MPOTPAMM;

2. TlocrossHHO ycTaHaBnWBail ma4dTH (IUQPPOBBIC 3aIJIaTKH, KOTOPHIC
ABTOMATHUYECKH YCTAHABIMBAIOTCA C IETBI0 JOPAOOTKHM TPOTPaMMbI) U APYTHE
OOHOBJICHUS CBOCH OTNEepaImOHHON crucTeMbl. CKauynBal UX TOJIBKO C O(HUITHATBEHOTO
caiita pazpadbotunka OC. Eciu cyliecTByeT pexxuM aBTOMaTHUYE€CKOTO0 OOHOBJICHMUS,
BKJIFOYH €T0;

3. Pabotaii Ha cBoeM KOMIBIOTEPE IMOJ IpaBaMU I[OJb30BATENSI, a HE
aMUHUCTpATOpa. OTO HE TMO3BOJUT OOJIBIIMHCTBY BPEIAOHOCHBIX MPOTPaMM
WHCTAJVIMPOBATHCS HA TBOEM NEPCOHATIBHOM KOMIIBIOTEPE;

4. Hcnonp3y#h aHTUBHPYCHBIE MPOTPAMMHBIE TPOJIYKTHI  HM3BECTHBIX
MIPOU3BOJIUTEIICH, C aBTOMATHYECKUM OOHOBJICHHEM 0a3;

5. Orpanunub PU3NYECKUIA TOCTYI K KOMIBIOTEPY ISl TOCTOPOHHHUX JIMII,

6. Mcnonib3yii BHELIHME HOCUTENTU HH(POPMALIUU, TAKUE KaK (hIIenika, TUCK Uit
(aiin U3 UHTEpHETA, TOJIBKO U3 MPOBEPEHHBIX UCTOYHUKOB;

7. He OTKpbIBaii KOMIIBIOTEpHBbIE (ailibl, MOJTYYEHHbIE W3 HEHAJEKHBIX
ucTOYHUKOB. Jlaxke Te (pailybl, KOTOpbIE MpUcal TBOK 3HAKOMBIH. Jlydrie yrounu
y HETo, OTIPABJISUI JIU OH TeOe uX.

CETU WI-FI
Wi-Fi - 5T0 He BHI mepefadn JaHHBIX, HE TEXHOJOTHUS, a BCETO JIHUIIbL OpeHI,
mapka. Eme B 1991 roay Humepnaniackas KOMMaHHUS 3aperucTpupoBalia OpeHI
"WECA", uto o6o3Havyasio cinoBocouertanue "Wireless Fidelity", koTopsiii
MepeBOUTCS Kak "0ecrnpoBOHAS TOYHOCTh".

Jlo Hamero BpeMeHHM Jiolia apyras abOpeBuatypa, KoTopas sBISETCS TaKOn
ke TexHosorued. Dto abOpemarypa "Wi-Fi". Takoe Ha3BaHue OBUIO JaHO C
HaMEKOM Ha CTaHJapT BbICIIeH 3BykoBoi TexHuku Hi-Fi, uTo B mepeBojae o3Havaer
"BBICOKAsI TOYHOCTB'.

Jla, OecrimaTHBIM WHTEPHET-AOCTYN B Kade, OTENsIX M adpornopTax SBISCTCS
OTIIMYHOM BO3MOKHOCTHIO BBIX0/1a B MHTepHET. HO MHOTHE 3KCTIEPTHI CUNTAIOT, YTO
obmenoctynusie Wi-Fi cetn He sSBISIOTCS 0€30MaCHBIMU.

CoBeTsl 110 0€30MacHOCTH PA0OTHI B 00IETOCTYHBIX ceTsax Wi-fi:



1. He mepenaBaii cBoro JimuHyr0 HHPOpMaIuio depe3 oomenoctymabie Wi-Fi
cetu. PaboTas B HUX, JKeJIaTe]IbHO HE BBOJMUTH MAPOJIH JIOCTYIIA, JOTHHBI U KaKKe-
TO HOMEPA;

2. Wcnonb3yilt 1 OOHOBIIAKM aHTHBHPYCHBIE MpOrpaMMbl U Opanamayep. Tem
cCaMbIM ThI 00€30MacuIllb ce0s OT 3aKaYKHU BUPYyca Ha TBOE YCTPONCTRBO;

3. [Ipu ucnons3oBanuu Wi-Fi otkmroun pyskuuio "O6muii qoctyn K daitinam
u npuHtepam". JlanHas (yHKUIMS 3aKpbiTa MO YMOJYAaHUIO, OJHAKO HEKOTOPHIC
[I0JIb30BaTEIM aKTUBUPYIOT €€ i yJ00CTBa HCIOIb30BaHUs B paboTe uiu yueoe;

4. He wucnonp3yét nyomuuaeii WI-FI s mepenaum JUYHBIX JaHHBIX,
HanpuMep JUIsl BIXOJA B COLIMATIBHBIE CETH WJIN B JJIEKTPOHHYIO MTOYTY;

5. Wcnonp3yit Tonpko 3amuiieHHoe coequnenue uepe3 HTTPS, a ne HTTP,
T.€. Ipu Habope BeO-anpeca BBoAM UMeHHO "https://";

6. B MoOmnpHOM Tenedone orkimoun (yHkiuio "lloakmoueane k Wi-Fi
aBromatudecku". He momyckail aBTOMaTW4YeCKOTrO MOIKIIOUEHUSI YCTPOMCTBA K
cetsim Wi-Fi 6e3 TBoero cormnacusi.

COIUAJIBHBIE CETH
CounayibHbI€ CETH aKTUBHO BXOJST B HAIIly )KM3Hb, MHOTHE JIFOAU pabOTalOT U
JKUBYT TaM TOCTOSIHHO, a B Facebook yke 3apeructpupoBaH MHILIAAP]] YEIOBEK,
YTO SIBJISICTCSI OJHOM CeAbMOM BCEX JKUTEIIEH ILIaHEeThl. MHOTHE IT0JIb30BaTEIIN HE
MOHUMAIOT, YTO WH(OpMalMs, pa3MelieHHas UMHU B COILMAIIBHBIX CETSIX, MOXKET
OBbITh HaliJlcHa W HCIOJb30BaHA KEM YTOJHO, B TOM YHUCJIE HE 0053aTeNbHO C
OJlaruMu HaMEPEHUSIMU.

OcCHOBHBIE COBETHI IO OE30IMMACHOCTH B COLIMATBHBIX CETAX:

1. Orpannub CIUCOK py3ed. Y Te0s B IPYy3bsIX HE JOJKHO OBITh CITyYalHBIX U
HE3HAKOMBIX JIIOJIEH,

2. 3amuiaii CBO YacTHYIO *u3Hb. He ykaswiBait maponu, TenedoHsl, aapeca,
JIaTy TBOETO POKJEHUS U IPYTYIO JINYHYIO UHPOPMAIIUIO. 3TOYMBITIUICHHUKH MOTYT
UCIIOJIB30BaTh Jake MH(POPMAIMIO O TOM, KaK Thl U TBOU POAUTENIM IJIAHUPYETE
MPOBECTU KAHUKYJIbI,

3. 3amuinai CBOX PemyTaIuio - ACPKH €€ B YUCTOTE U 3a7aBail cebe BOIPOcC:
XOTeN OBl ThI, YTOOBI APYrHMe IIOJH30BATEIIM BHJEIHU, YTO ThI 3arpyxaemib?
[Toxymaii, mpesk/ie 4eM 4TO-TO OMyOJIUKOBATh, HAIMUCATH U 3aTPy3UTh;

4. Ecnu Tl TOBOPUIIb C JIOABMH, KOTOPBIX HE 3Haellb, HE UCIOJb3Yil CBOE
peasibHOe UMS U APYTYIO JUYHYI0 UH()OpPMAIMK: UMs, MECTO KHUTEIbCTBA, MECTO
yueObl U TIpoUee;

5. N36erait pasmemenust gotorpaduii B IHTEpHETE, T/Ie ThI U300pakeH Ha
MECTHOCTH, IT0 KOTOPOI MOKHO OTPEEIIUTh TBOE MECTOTIONIOKECHHE;



6. [Tpu peructpanuu B COLIMAIBHOMN CETH HEOOXOIMMO UCIIOJIH30BATh CIIOAKHBIE
NapoJiu, COCTOSIIME U3 OYKB U UG U C KOJIMYECTBOM 3HAKOB HE MEHee §;

7. Jlid conuanbHOU CEeTH, OYTHI U APYTUX CaiTOB HEOOXOIMMO UCIOJIb30BATh
pasHble maposu. Toraa eciu Te0s B37I0OMAIOT, TO 3JI0YMBIIUIEHHUKH II0Iy4YaT JOCTYII
TOJIBKO K OJTHOMY MECTY, a HE BO BCE Cpasy.

9JEKTPOHHBIE JEHbBI'U
DJNIeKTPOHHBIC JIGHBIU - 3TO OYEHb YIOOHBIM Crmoco0 TIIaTexed, OJHAKO
CYIIECTBYIOT MOIIIEHHUKU, KOTOPBIE XOTAT MOJYUYUTh 3TH JICHBIH.

SJICKTPOHHBIG JACHBI'M ITOABHJIMCH COBCEM HCIABHO M MMCHHO H3-3a 3TOI'O BO
MHOT'HX T'OCYyIapCTBax J0 CHUX IIOP HC IIPOIIHUCAHO ITPO HUX B 3dKOHAX.

B Poccun sxe oHM (QYHKIIMOHUPYIOT U O HUX YK€ MPOMHUCAHO B 3aKOHE, TJIe UX
pa3IeNsAI0T Ha HECKOJIBKO BHJOB - aHOHUMHBIE U HE aHOHMMHBbIE. PazHuna B ToM,
4YTO AaHOHUMHBIE - 3TO T€, B KOTOPHIX pa3pelaeTcss MPOBOJIUTH Olepanuu 0e3
UACHTU(UKALIMY TIOJIb30BATEINsl, 4 B HEAHOHUMHBIX UJICHTU(UKALUS T10JIb30BaTENs
SBIISIETCS 00SA3aTEIBHOM.

Takxke crnenyer pa3iuyaTh OdJIEKTPOHHBIE (UATHBIE JEHbIH (PaBHbI
rOCYJIapCTBEHHBIM BaJIIOTaM) U DJICKTPOHHBbIE He(dUATHBIC ACHLIM (HE PaBHBI
rOCy/1IapCTBEHHBIM BAIIOTaM).

OcHOBHBIE COBETHI IO 0€30MacHON paboTe C 3NEKTPOHHBIMH JIEHbraMU:

1. ITpuBsixku K cyeTy MOOUIBHBIN TenedoH. ITO caMblil YAOOHBIN U OBICTPBIT
Croco0 BOCCTAaHOBUTH AOCTYyN K cuery. lIpuBsizanHbIl TenedoH MOMONKET, €CIH
3a0yJenip CBOM IUIATEXXHBIM MMapoyib WM 3aijielllb Ha CalT C HE3HAKOMOTO
YCTPOWCTBA;

2. HUcnonb3yil omgHopa3oBbie mnapoiu. llocie mnepexoma Ha YCHICHHYHO
aBTOpHU3aLMI0 TeOe yke He OylIeT yrpokaTh OMACHOCTh KpakKH WJIM IepexBaTa
IIJIATEXKHOTO MAPOJIS;

3. BoiOepu cioxubiii mapoinb. lIpectymuukam Oyner HE MPOCTO yrajaaTh
CJIOXHBIN naposb. HagexHble maponu - 3To napoju, KOTOPbIE COAEpKaT HE MEHEe
8 3HAKOB M BKJIIOYAIOT B C€051 CTPOUYHBIE U MTPONMHUCHBIE OYKBBI, HU(PPBI U1 HECKOJIBKO
CUMBOJIOB, TaKME€ KaK 3HAaK Jo0Jiapa, (QyHTa, BOCKJIMIATENbHBIA 3HAK W T.II.
Hanpumep, $tROng!;;

4. He BBOJIM CBOM JINYHBIE JAHHBIE HA CaliTax, KOTOPBIM HE JIOBEPSCIIIb.

SJEKTPOHHAS ITOYTA
DJIEKTPOHHAS TOYTa - 3TO TEXHOJIOTUSI U MPENOCTABISAEMBIE €10 YCIYTH 1O
MePEChUIKE U MOJYYCHUIO IJIEKTPOHHBIX COOOIIEHHH, KOTOPBIE paclpeestoTcs B
KOMIMBIOTEpHOU ceTh. OOBIYHO AJIEKTPOHHBIM MOYTOBBIA SIIUK  BBITJISIUT
CIIEAYIOIIMM 00pa3oM: UMsI_TOJIb30BaTENA(@WuMS_JTIoMeHa. Takxke KpoMe mepeiadu



MPOCTOTO TEKCTA, UMEETCS BO3MOXKHOCTH TIEpe1aBaTh (paiiiibl.
OCHOBHBIE COBETHI 110 OE30MACHON pabOTE C IEKTPOHHOU MOUTOM:

1. Hamo BwIOpaTh NpaBUJIbHBIA TOYTOBBIA CEpBUC. B HHTEpHETE €CTh
OTPOMHBII BEIOOP OECIUIATHBIX MOYTOBBIX CEPBUCOB, OAHAKO JYYIIIe JOBEPATH TEM,
KOTO 3HA€IIb U KTO NIEPBBIM B PEUTUHTIE;

2. He yka3pIBaii B TMYHOU MouTe JU4YHYI0 HHGopmalmoo. Hanpumep, myurie
BBIOpaTh "My3bIKaNIbHBIN (paHaT@" nau "pok2013" BmecTo "temal3";

3. Mcnonb3yii IBYXATAHYIO aBTOPHU3AIMIO. ITO KOTAa MIOMUMO MApOJIsi HYKHO
BBOJUTH KOJ, IPUChUIaeMbIid 0 SMS;

4. BoiOepu cloxHBIN mapoib. JIJIsi KaKI0TO TIOYTOBOTO SIIIIUKA TOJDKEH OBITH
CBOM HAJICKHBII, YCTOMYHUBBIN K B3JIOMY MapOJib;

5. Ecmu ectb BO3MOXHOCTH HalKCaThb CaMOMYy CBOM JIMYHBIA BOIIPOC,
WCIIOJBb3YH 3Ty BO3MOYKHOCTB;

6. Mcnonb3yi HECKOIBKO MOYTOBBIX AMMKOB. [ [epBbIi 111 4ACTHOM IEPENUCKU
C aJapecaTaMH, KOTOPBIM Tbhl JOBEpSCHIb. JTO JJIEKTPOHHBIM aJapec HE HaJIo
UCITI0JI30BaTh IPHU PErUCTPalliM Ha (hOpyMax U cailTax;

7. He oTkpwiBail Qailibl U Apyrue BIOXKEHHS B MUCbMax, JaKe €CIU OHU
NPUIUIM OT TBOUX Jpy3el. Jlyuine yToO4HM y HHMX, OTIPABIISIIM JTU OHU TeOE ATU
(aiisl;

8. ITocne okoHUaHus1 pabOThI HA TOYTOBOM CEPBUCE NEPE]] 3aKPHITUEM BKIIAIKU
Cc cailToM He 3a0yAb HaXXaTh Ha "BeiidTn".

KUBEPBYJIJIUHT,
NJIN BUPTYAJIBHOE U3JIEBATEJBCTBO
KubepOymmuar - mpecineoBaHUE€  COOONIICHUSIMHM,  COJEp KaIluMU
OCKOpOIeHMs, arpeccuro, 3aIyTUBAHUE; XYJIUTaHCTBO; COIMAITBHOE

OOMKOTHUPOBAHUE C MOMOIIBIO PA3TMYHBIX HHTEPHET-CEPBUCOB.
OcHoBHBIE COBETHI IO 00pHOE ¢ KNOEPOYIITMHIOM:

1. He 6pocaiics B 60it. JIydmmii crmoco6: mocoBEeTOBAaThHCS Kak ceOsl BECTH U,
€CJIM HeT TOro, K KOMy MOKHO OOpaTHThCS, TO BHaYaJle yCTIOKOUTHCS. Eciau T
HayHEIIb OTBEYAaTh OCKOPOJEHUSIMU Ha OCKOpOJICHHUS, TO TOJIBKO eIlle OoJibliie
Pa30ACKeIIb KOH(IIMKT;

2. YupaBnsii cBoel kubeppemyTaiueii;

3. AHOHUMHOCTb B ceTd MHMMasl. CyIIeCTBYIOT CIIOCOOBI BBIICHUTh, KTO CTOUT
32 aHOHUMHBIM aKKayHTOM;

4. He crout BecTH XyJIUTaHCKUW o00Opa3 BUpPTyaJibHOW >ku3HU. MHTEepHer



¢ukcupyeT Bce TBOM JAEUCTBUSA M COXpaHAET HMX. YAAIUTh UX OyJeT KpaiiHe
3aTpyIHUTEIIBHO;

5. Cobmrofiail CBOIO BUPTYAJIbHYIO YECTh CMOJIOY;

6. WrHopupyil enunHuuHblii HeratuB. OJHOpPa30BbIE OCKOPOUTENbHBIE
COO0OIIEeHUS Tyyllle UTHOpUPOoBaTh. OOBIYHO arpeccusi MPeKpaIlaeTcs Ha HayaIbHON
CTa/INH;

7. ban arpeccopa. B mporpamMmMax oOMeHa MTHOBEHHBIMH COOOIICHHSIMU, B
COIIMATIBHBIX CETAX €CTh BO3MOXHOCTh OJIOKUPOBKH OTIIPABKHM COOOIIECHUN C
OINPEJEIEHHBIX aIPECOB;

8. Ecnu Th1 cBuaerens kubepOyiuHra. TBou nAeMCTBUS: BHICTYNUTH MPOTUB
npecieaoBaTens, MOKa3aTh €My, YTO €ro JEWCTBUS OLEHUBAIOTCS HEraTUBHO,
NOJAJIEpXKaTh KEPTBY, KOTOPOM HYKHA IICUXOJOTMYECKas MOMOLIb, COOOLIUTH
B3pOCJIBIM O (PaKTE€ arpeCCUBHOTO MOBEACHUS B CETH.

MOBWJIbHbBINA TEJE®OH
CoBpemeHnHbIe cMapT(HOHBI U TJIAHIIETHI COJIEpKaT B ce0e BIOJIHE B3POCIIbII
byHKIIMOHAN, W TENepb OHU MOTYT KOHKYPHUPOBAaTb CO CTAal[MOHAPHBIMHU
KoMmmbioTepamu. OTHAKO, CPEJICTB 3aIUThI ISl MOJJOOHBIX YCTPOUCTB MOKa OYEHb
Masio. TecTupoBaHUE U MTOUCK YSA3BUMOCTEN B HUX IPOUCXOIUT HE TAK HHTEHCUBHO,
kak s [1K, To ke camoe kacaeTcsi 1 MOOMJIBHBIX TPUIIOKEHUH.

CoBpeMeHHbIE MOOMIIBHBIC Opay3ephl yKe MPAaKTHUSCKH TOTHAIA HACTOJIBHBIC
aHaJoru, OJHAKO paclIMpeHHe (QYHKIMOHAJIAa BJIEYET 3a COOOM OOJNBIIYIO
CJIOKHOCTh U MEHBIIIYIO 3aIUIIIEHHOCTb.

Jlaneko He BCE€ NPOU3BOJUTENIN BBIMYCKAIOT OOHOBJICHUS, 3aKpHIBAIOIIUE
KPUTHYECKHUE YSI3BUMOCTH JIJII CBOMX YCTPOMCTB.

OcHOBHBIE COBETHI JI 0€30MIaCHOCTH MOOUIILHOTO TesieoHa:

Huuero He sBisercs mo-Hacrosimemy OecriaTHeIM. Byns ocToposkeH, Benb
Korjia Tebe mpeaiaratoT 0eCIIaTHRIM KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKue-
TO TUTATHBIE YCITYTH;

Hywmaii, mpexie uem otnpaButb SMS, ¢hoTo minu Busieo. Thl TOUHO 3HACIIB, TIE
OHM OyAyT B KOHEYHOM UTOTE?

Heo6xoaumMo 0OHOBIISATH OMEPAIMOHHYIO CUCTEMY TBOETO cMapTQoHa;
Hcrons3yit aHTUBUPYCHBIE TTPOTPAMMBI JTSI MOOMJILHBIX TEIC(HOHOB;

He 3arpyxaii mpuiaoXeHHS OT HEW3BECTHOTO HMCTOYHHKA, BEIh OHU MOTYT
COZICPKaTh BPEIOHOCHOE MPOrPaMMHOE 00CCIICUCHHUE;

[Tocne Toro Kak ThI BBIAJEIIL C CalTa, TJe BBOAWI JIMUYHYIO WH(OPMAIHUIO,
3aiifii B HACTPOWKH Opay3epa u ymaiau cookies;



Ilepnognyecku npoBepsl, KaKME IUIATHBIE YCIYyTM aKTUBHPOBAaHBI HA TBOEM
HOMEDE;

JlaBaii cBOl HOMEp MOOWJIBHOrO Tele(pOHa TOJIBKO JIOJSAM, KOTOPBIX TbI
3HACIIb U KOMY JI0BEPSCIIb;

Bluetooth momxen OBITH BBIKIIIOUEH, KOTJa Thl UM HE NoJb3yelibcs. He
3a0bIBail UHOTIa IPOBEPSITH 3TO.

ONLINE UI'PbI
CoBpeMeHHbIE OHJIAH-UTPHI - 3TO KPACOUHBIE, 3aXBATHIBAIOIINE PA3BICUCHHS,
00BETUHSIOINE COTHH THICSY YEJIOBEK M0 BceMy MHpPY. ITpOKH UcCIenyIoT TaHHbIN
UM MUD, OOIIAIOTCS APYT C APYTOM, BBITIOJHSIOT 33JaHHUs, CPAXKAIOTCS ¢ MOHCTPaMHU
U TIOJIyYaloT OMBIT. 3@ yIOBOJBCTBUE OHU IUIATAT: MOKYMAIOT TUCK, OTUIAYMBAIOT
aOOHEMEHT WU MPUOOPETAIOT KaKKe-TO OMIIHH.

Bce atu cpeacTBa uayT Ha MOJJEpKAHUE U PA3BUTHUE UTPHI, 4 TAKXKE HA CaMy
0€30MacHOCTh: COBEPIICHCTBYIOTCSI CUCTEMbl aBTOPU3AIIMH, BBITYCKAIOTCS HOBBIC
naT4yu (Mu@poBbIe 3aMIaTKU ISl POTPaMM ), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B nmomo6HbIX Urpax CTOUT omacaThCsl HE CTOJIBKO CBOMX COTIEPHUKOB, CKOJIBKO
Kpa)kH TBOETO IapoJisi, HA KOTOPOM OCHOBaHA CHCTEMa aBTOPHU3AIUU OOJIBIIMHCTBA
urp.

OCHOBHBIC COBETHI IT0 0€30ITACHOCTH TBOETO HUI'PpOBOI0 aKKayHTa:

1. Ecnu npyroit urpok BeleT ceOsl III0X0 WM CO3/1aeT TeOe HEMPUSITHOCTH,
3a0JIOKHPYH €ro B CIIUCKE UTPOKOB,;

2. Iloxkamyics afMAHUCTPATOPAM UIPHI HA TUIOXOE MOBEACHUE 3TOTO UTPOKA,
YKEJIATEJIbHO NIPUJIOKUTHh KAKHE-TO J1I0KA3aTENIbCTBA B BUJIE CKPUHOB;

3. He yka3biBail muunyro nHGOpMaIio B podaiiie urpsi;
4. YBaxail Ipyrux y4aCTHUKOB IO UTPE;

5. He ycranapnuBaii HeopuimaabHble TATYU U MOJBI,

6. Mcrionb3yii CIOKHBIE U pa3HbIE NAPOJIH;

7. JJaxxe BO BpEMs UIPbI HE CTOUT OTKJIIOYATh aHTUBUPYC. [IoKa ThI Urpaeisn,
TBOM KOMIBIOTEP MOTYT 3apa3UTh.

OUIIIHNHT,
NJIN KPAXKA JIMUHBIX JTAHHBIX
OOBIYHOM KpaXkel JeHer U JOKYMEHTOB CETOAHS YK€ HUKOTO HE YJIUBUIIb, HO
C Ppa3BUTHEM HWHTEPHET-TEXHOJIOTUN 3JIOYMBIIUICHHUKA TEPEMECTHUINCh B
WHTEPHET, U MPOJIOJDKAIOT 3aHUMATHCS "MIOOUMBIM" JIEIOM.

Tak mnosiBUIach HOBas yrpo3a: HHTCPHET-MOIICHHHUYCCTBA HWIIH (1)I/IH_II/IHF,



IJIaBHAsl 11€7b KOTOPOTO COCTOMT B TIOAYyYEHUH KOH(PUIACHIMATHHBIX JAaHHBIX
MI0JIb30BAaTENEH - IOTUHOB U mapoJieil. Ha anrnuiickom si3pike phishing unraercs kak
¢bumumHr (ot fishing - peiOHast 10BJIA, password - apoJib).

OcHOBHBIE COBETHI 110 OOPHOE C PUIIUHTOM:

1. Cnenu 3a cBonM akkayHTOM. Eciiu ThI To[103peBactiib, 4TO TBOS aHKETa ObLIa
B3JIOMaHa, TO HEOOXOAMMO 3a0JOKHUpOBaTh €€ U COOOIIUTH aIMUHHCTpATOpam
pecypca 00 3TOM Kak MOXHO CKOpee;

2. HCHOHLBY?I Oe30macHbIe Be6-CaﬁTBI, B TOM YHUCJIC, HHTCPHCT-MAlr'a3uHOB U
ITIOUCKOBBIX CUCTEM,

3. Hcnonw3yil cloXHBIE W pa3Hble Mmapoiau. Takum oOpa3om, eciu TeOs
B3JIOMAIOT, TO 3JOYMBIINIJICHHUKH IOJy4aT JOCTYN TOJBKO K OJHOMY TBOEMY
npouUIII0 B CETH, a HE KO BCEM;

4. Eciu Te0s B3JIOMAJIU, TO HGO6XOI[I/IMO npeaynpcanuTb BCCX CBOUX 3HAKOMBIX,
KOTOPLBIC IIO6aBJI€HI)I y TeOs B APY3biAX, O TOM, 4TO TeOs B3JIOMaIN H, BOBMOXXHO, OT
TBOCTO UMCHH 6y,£[eT pacCelIaThCA CIlaM U CCBIIIKH Ha (bl/IIHI/IHFOBBIe CaﬁTBI;

5. YcranoBu HaaexHbli napois (PIN) Ha MOOMIIBHBIN TENE(OH;
6. OTKIII0OUM COXpaHEHue NapoJs B Opaysepe;

7. He oTkpbiBail Qailibl U Apyrve BIOKEHHS B MUCbMax, JaXXe €CIId OHHU
NPUIUIM OT TBOUX Jpy3el. Jlyuine yTouHM y HHMX, OTIPABISUIM JIM OHU T€OE ATU
(baibl.

HUPPOBASI PEITYTALIUSA
[udposas penyraimus - 3T0 HEraTUBHAS WK MO3UTUBHAS WH(OpMAIUs B CETU
o tede. Kommpomerupyromas nHpopMaiys, pa3MelieHHas B UHTEPHETE, MOKET
CEpbEe3HBIM O00pa30M OTpa3UThC Ha TBOEH peanbHOW xku3HU. "lludponas
penyTtanus" - 3T0 TBOW UMUK, KOTOPBIN (popmupyercs u3 uHdopmaiuu o Tede B
WHTEPHETE.

TBOE MECTO KUTENbCTBA, YueObl, TBOE ((MHAHCOBOE MOJIOKEHHE, OCOOCHHOCTH
XapakTepa U pacckasbl 0 OJIM3KHUX - BCE 3TO HAKAILJIUBACTCS B CETH.

MHorue mnoApOCTKH JIETKOMBICIIEHHO OTHOCATCA K NYOJIMKaUUU JUYHOU
uH(popmanuu B MHTEepHETE, HE MOHKMMAasT BO3MOXKHBIX MociencTBuil. Tol qaxe He
CMOXKeIIb IoTrafaThcsi O TOM, 4To ¢ororpadusi, pa3MelleHHas 5 JeT Ha3al, cTaja
MPUYUHON OTKAa3a MPUHATH TEOS Ha paboTy.

KommenTapuu, pazmenieHue TBoux GhoTorpaduii u Ipyrue 1eUCTBUS MOTYT HE
HCYE3HYTh JaXe MOCJIE TOTO, KaK Thl UX YAAJIUIIb. Thl HE 3HACIThH, KTO COXPAHHII 3Ty
nH(popMarnuio, momnana Jd OHa B ITOMCKOBBIC CHCTEMbl MU COXpaHHMJIACh JU OHA, a
IJIaBHOE: YTO MOAYMAIOT O Te0e OKPY’KAIOIINE JIFOAN, KOTOPhIE HANMAYT U YBUISAT
sTo. Haiftn mH(pOpMaMi0 MHOTO JIET CIYCTS CMOXET JI000M - Kak u3 J00phIX



noOy>KJIeHUH, TaK U C HAMEPEHUEM IPUUYUHUTH BPEJl. DTO MOXKET OBITH KTO YTOIHO.
OCHOBHBIE COBETHI 110 3aIIUTE IU(PPOBOH peryTaLUU:

1. IToxymait, mpeskie 4eM 4To-TO MyOJUKOBATh U MepeaaBaTh y ce0s B Oyore
WJIM B COLIMAJILHOM CETH;

2. B nactpoiikax mnpo¢uisi yCTaHOBH OrpaHUYEHHUs Ha MPOCMOTP TBOETO
npoduIs ¥ €ro COACPAKUMOTr0, cliesiail ero TOJAbKO "1 Apy3eit”;

3. He pa3smemaili u He yka3biBail HHGOpPMAIKIO, KOTOpas MOXET KOro-iuoo
OCKOPOJISATH UJIH OOMKATh.

ABTOPCKOE IIPABO
CoBpeMeHHbIE IIKOJBHUKM - AaKTUBHBIE IIOJB30BATEIH  IH(PPOBOTO
npoctpancTBa. OJIHAKO Jaleko HE BCE 3HAIOT, YTO IMOJb30BAaHHE MHOTMMHU
BO3MOXHOCTSIMM  LHM(ppoBoro  Mupa TpeOyeT coONOJEeHHs NpaB  Ha
UHTEJUIEKTYaJIbHYIO0 COOCTBEHHOCTb.

TepMuH "uHTeNIEKTyanbHass COOCTBEHHOCTh' OTHOCHUTCS K pa3iMYHBbIM
TBOPEHHUSIM YEJOBEUECKOIO0 yMa, HayMHas C HOBBIX HM300pPETEHUH M 3HAKOB,
0003HavyaIMKX COOCTBEHHOCTh Ha MPOIYKTHI U YCIYT'H, U 3aKaHYMBas KHUTaMH,
doTorpapusMu, KHHOQUIEMaMH U MY3bIKAJIbBHBIMU TTPOU3BEACHUSMU.

ABTOpCKHE TpaBa - 3TO IpaBa Ha HMHTEIUIEKTYyaJIbHYI0O COOCTBEHHOCTh Ha
MPOU3BEACHUS HAYKH, JINTEPATYPHl U UCKyCCTBa. ABTOPCKHE MpaBa BBHICTYNAIOT B
KaueCTBE TapaHTHUU TOTO, YTO WHTEJJIEKTYaJbHBIA/TBOPUECKUN TPYyJl aBTOpa HE
OyJIeT HampacHbIM, JacT €My CIpaBeJIMBbIE BO3MOXKHOCTH 3apadoTaTh Ha
pe3yabTarax CBOEro TpyHAa, MOIYYHUTh W3BECTHOCTh M Tpu3HaHue. Hukto 06e3
paspenieHus aBTOpa HE  MOXET  BOCHPOU3BOJAUTH €r0  MPOU3BEICHHUE,
pacrpoCTpaHsiTh, MyOJIUYHO JAEMOHCTPUPOBaTh, IMPOJaBaTh, HUMIIOPTUPOBATH,
MyCKaTh B MPOKAT, MyOJUYHO UCIOJHATH, MOKA3bIBATH/UCIIONHATh B 3dUpe WU
pasMmewars B IHTEpHETE.

Hcnonbs3oBanue "muparckoro” nporpaMMHOIO 0OECIIEYeHHS] MOKET MMPUBECTH
K MHOTMM PHUCKaM: OT IMOTEPHU AAHHBIX K TBOUM aKKayHTaM J10 OJIOKMPOBKH TBOETO
YCTpOMCTBa, TI€ yCTAHOBJIEHA HeJleralbHas porpamma. He crout Takxke 3a0bIBaTh,
YTO CYUIECTBYIOT JIETaJIbHbIE U OECIUIATHBIE MTPOTrPaMMBbI, KOTOPHIE MOKHO HAaWTH B
CETH.

O IMOPTAJIE
CereBU4OK.pd - TBOM IJIABHBII COBETYMK B CeTH. 371eCh Thl MOKellb
Y3HATh O 0€30IACHOCTH B CeTH NMOHATHBIM H JOCTYNHBIM fI3BIKOM, a MPH
BO3HUKHOBEHHMH KPUTHYECKON CHUTYyalMd OOPATHUTHCH 32 COBETOM. A TaKxke
NPUHATH Y4aCTHE B KOHKYPCAX U CTATh CAMbIM HU(PPOBBIM I'PAKIAHUHOM !



